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Executive Summary

The statement above perfectly encapsulates the myriad 
challenges confronting healthcare organizations and their IT 
departments. It also represents the concerns of many of the 
respondents in Peak 10’s National IT Trends in Healthcare 
Study.  Conducted from March through December 2014, 
the two-phase study surveyed 149 IT decision makers 
at healthcare organizations and conducted in-depth 
first-person interviews with a dozen C-level executives 
and healthcare information technology professionals 
on their technology usage and infrastructure issues.

Government mandates have some level of impact on 
IT decisions and strategy for 94% of the organizations 
surveyed. Especially affected are hospitals/providers and 
insurance companies as well as small and mid-market 
companies with less than $1 billion in annual revenue.

The World Health Organization’s 10th revision of the 
International Statistical Classification of Diseases  
(ICD-10) and the Medicare and Medicaid EHR Incentive 
Programs’ meaningful use criteria (meaningful 
use) dominate IT priorities, drive funding and put 
pressure on costs and revenues. Survey participants 
also said regulatory mandates are taxing their IT 
and administrative resources, resulting in workload 
increases, more paperwork and increased reporting.

Overall, 51% of survey respondents indicated their 
IT budgets will increase over the next two years. 

At the same time, 31% of survey participants said 
their budgets will stay the same; 14% indicated IT 
budgets would decrease in the next two years. 

Most organizations have multi-layered governance, 
and long-term strategic goals. IT decision cycles can be 
protracted and contentious if not aligned with those goals.

The survey results show that healthcare organizations are 
feeling the pain and the strain of upgrading to Electronic 
Medical Records (EMR) and Electronic Health Records 
(EHR) with too few skilled resources. The need to ensure 
government regulatory compliance mandates has further 
taxed organizations’ already strained IT resources.

The Peak 10 survey found that cost cutting and cost 
containment are also big pain points for healthcare 
IT departments. This is exacerbated by the fact 
that many of them are already undermanned and 
underfunded. With rare exceptions, healthcare 
IT administrators lack the expertise necessary to 
navigate the maze of government regulations. 

The situation is unlikely to change in the foreseeable 
future. Healthcare organizations need a smooth 
transition to EHR and EMR systems. They also need to 
ensure regulatory compliance while guaranteeing high 
reliability and strong security. Those that partner with 
third-party managed services providers can alleviate 
the burden on IT departments and enable healthcare 
organizations to deliver better patient care and services. 

Utilizing the services of an experienced third-party 
managed services provider can also cut down on 
configuration and deployment errors, mitigate risk and 
deliver a near immediate return on investment (ROI).

Director of IT at a New York State-based Medical Center

I wake up in a cold sweat, just 

wondering what [regulations] I missed. 

It’s up to me to keep up. Things that 

we had a year to plan before, now we 

have weeks.
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A Message
from Allen Skipper, Peak 10 Chief Commercial Officer (CCO) and 

David Kidd, Peak 10 Vice President of Governance, Risk, and Compliance

Allen
Skipper

David
Kidd

The promise and potential of information technology to revolutionize healthcare 
is astounding. We are not just talking about headline-grabbing medical 
innovations such as DNA sequencing devices, non-invasive means of continuously 
monitoring blood glucose or 3D microfluidic cell-culture chips (the so-called 
“organ on a chip.”) We are also referring to the power of information technology 
to improve patient care and communications; facilitate clinical and consumer 
decision-making; and to build a vast reservoir of knowledge that can be shared 
instantaneously across the globe and much more.

Healthcare facilities are using social media to establish contact with patients, 
answer questions, launch public awareness campaigns and perform community 
outreach. Clinicians are using mobile devices to record patients’ medical histories 
and ensure they are receiving the correct treatments. Researchers throughout 
the world are tapping into consolidated databases of information that are 
enabling them to find cures and new treatment modalities more quickly. 

Cloud and data center services can play important roles in facilitating this 
transformation of the healthcare industry and in enabling further developments 
to enhance patient care quality and safety.  They can provide the necessary 
platforms for innovation. They can efficiently power applications and securely 
store data. They can even help healthcare organizations meet the regulatory 
requirements imposed on them by a government eager for them to embrace 
technological advances.

At Peak 10, we have been working with healthcare organizations since we started 
operations in 2000.  It is not enough for us to offer HIPAA-compliant cloud and 
data center services to help our customers maximize their IT assets.  We also 
continually engage in initiatives to better understand their needs today and in   
the future. Research plays a key role in this. 

The survey results presented in this report provide insight into many of the 
challenges faced by healthcare organizations as they move forward into a new 
era of healthcare delivery.  There’s little chance of the pressure letting up on IT 
professionals in the healthcare industry — but there are tools to not only help 
them cope but to succeed.

4
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Introduction

The demands on healthcare organizations and 
their IT departments are enormous. 
Change is inevitable, and the transition to EMRs and EHRs is already underway.

By the end of 2013, nearly eight in ten office-based physicians had adopted 
some type of EHR system, according to a U.S. Department of Health and Human 
Services (HHS) Office of the National Coordinator (ONC) for Health Information 
Technology study. A separate but related HHS ONC study found that six in ten 
hospitals had adopted EHR systems with advanced functionality in 2010. These 
statistics are double and quadruple the EHR adoption rates for physicians and 
hospitals previous to 2010, respectively.1

In addition to converting to EMR and EHR systems, healthcare IT departments must meet government regulatory 
and compliance mandates; safeguard sensitive data; and upgrade the infrastructure to deliver robust performance 
on stringent IT budgets. A healthcare organization that fails at any/all of these tasks raises the risk of downtime, 
security breaches, lost productivity and service outages. And it will almost certainly incur stiff fines and penalties for 
failure to comply with government regulations. 

8 in 10 
physicians have 
adopted some type of 
EHR system.

Christina Kyriazi, Manager of Insights and Analytics

Principal Author



6

N A T I O N A L  I T  T R E N D S  I N  H E A L T H C A R E

Study Findings

Consider the following:

◊ Since April 2003, the number of privacy 
complaints received by HHS  has 
more than tripled from 3,742 in 2003 
(when HHS first began tracking them) 
to 12,915 as of the end of 2013.2

◊ The HHS website provides a portal that 
allows users to search and sort a list of 
unsecured protected health information 
affecting 500 or more individuals since 2009.   

◊ According to a survey from the Ponemon Institute, 
which was sponsored by Emerson Network 
Power, the average cost per minute of unplanned 
downtime is $7,900, up 41% from $5,600 per minute 
in 2010.3

The Peak 10 National IT Trends in Healthcare Study results 

reflect current market conditions and healthcare IT market trends for the next two years 

as evidenced by the U.S. Department of Health and Human Services’ (HHS) own statistics 

on data privacy and security breaches. The business and technology risks and monetary 

costs associated with security and data privacy breaches — and the lost productivity and 

downtime that inevitably follow  —  are rising alarmingly.
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◊	 Healthcare IT professionals are 
cautiously but steadily moving 
into the cloud with Software as a 
Service (SaaS) and non-mission 
critical workloads (administrative/
corporate systems). Cloud 
adoption is mainly driven by EHRs.

◊	 ICD-10 and meaningful use 
dominate IT priorities and drive 
funding. These initiatives are 
also further stressing capital 
expenditures and ongoing 
operational costs, as well as 
taxing IT resources. The result, 
according to Peak 10 survey 
respondents, is IT workload 
increases, more paperwork and 
the need for increased reporting.

◊	 The survey found that 77% 
of hospitals, biotech firms, 
pharmaceuticals and insurance 
providers are seeking partners 
and assistance to help them 
maintain high infrastructure 
reliability; 70% of respondents 
said they need partners 
to assist with security and 
data privacy concerns.

◊	 Mobility, EHR, patient portals 
and compliance with regulations 

are the technology issues that 
will have the greatest effect on 
healthcare IT environments. 

◊	 The survey found that insurance 
organizations’ budgets are under 
the most pressure: 59% indicated 
that their IT budgets would 
either decline (25%) or remain 
static (34%) over the next two 
years. By contrast, only 38% of 
insurance firm respondents said 
their IT budgets would increase 
over the next 24 months.

◊	 About half of IT healthcare 
companies surveyed indicated 
they use a third-party integrator 
or partner to assist them 
with their IT strategy.  

◊	 Among the 54% of healthcare 
IT companies that use a 
third-party integrator/
partner to assist with IT 
strategy, 70% cited depth of 
technical knowledge as the 
top reason. This was followed 
by 60% that indicated they 
do so because third-party 
partners alleviate the time 
and resource constraints 
on their internal IT staffs.

As the results of the Peak 10 National 
IT Trends in Healthcare Study show, the 
healthcare IT landscape is a breeding  
ground for the unprepared.  

Among other highlights:

54%
54% of healthcare 
companies use 
a third-party 
integrator/partner

70% use 
integrators/partners 
for their technical 
knowledge 

60% say 
integrators/partners 
alleviate constraints 
on internal IT staff

Study Findings
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Study Findings

Emerging medical technologies — ranging from 
wearable diagnostic devices to robotic surgery, demand 
more robust, agile platforms — are also affecting the 
healthcare industry, driving up costs and requiring more 
IT oversight.  Mergers and acquisitions among healthcare 
organizations necessitate the consolidation of disparate 
IT environments.  Government mandates and changing 
industry regulations require the implementation of 
increasingly complex and rigorous IT privacy controls and 
security policies.  

For those moving to the cloud, SaaS is the preferred 
mechanism. However, over the next two years a greater 
number of healthcare organizations will implement 
Infrastructure as a Service (IaaS) cloud models, especially 
for crucial disaster recovery (DR).

Ongoing and well-justified concerns regarding security 
and data privacy, loss of control and regulatory 
compliance have made many healthcare organizations 
wary of IT outsourcing. When they do consider IT 
infrastructure providers, healthcare IT professionals rank 

security and privacy, reliability, uptime and healthcare 
industry expertise as the primary attributes they seek.  
HIPAA compliance is almost universally expected. 

It is clear from the Peak 10 survey results and interviews 
with IT professionals that government regulations drive 
much of the decision-making and resource prioritization 
in IT departments. HIPAA/HITECH are predominant 
among them, with the ICD-10 and meaningful use 
initiatives using resources that could be used for 
other key projects such as virtualization and software 
implementation.

IT departments are doing their best to balance 
priorities with the resources at hand while supporting 
the initiatives that are reforming and transforming the 
healthcare industry. 

Additionally, healthcare IT professionals must strictly 
adhere to and distinguish between the data privacy 
demanded by EHRs and EMRs. EHRs for example, can 
only be accessed by an authorized healthcare network.  
By contrast, only the provider can access EMRs.
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Study Findings
IT Infrastructure Models
One solution to alleviate administrative healthcare IT 
burdens is to outsource all or part of the IT infrastructure 
and management to a third-party data center or a cloud 
services provider (CSP). While healthcare executives 
recognize the need to engage the services of reputable 
third-party IT managed services providers to assist with 
the move to the cloud, they are understandably anxious to 
avoid and overcome IT outsourcing obstacles. 

In many cases, the results of the Peak 10 study were echoed 
by several industry polls which show that worries about 
safeguarding patient health data are driving IT spending. A 
PWC study indicates that 56% of healthcare CEOs want to 
improve operational effectiveness; 33% want to implement 
new technology.4

Data within Reach

The benefits of outsourcing IT infrastructure to third-party 
vendors are well documented. The Peak 10 National 
IT Trends in Healthcare Study found that healthcare 
organizations recognize there are compelling reasons 
for them to partner with third-party managed services 
and data center providers. The CIOs, IT directors and IT 
managers that participated in the Peak 10 study repeatedly 
emphasized that their IT resources are stretched too 
thin.  Additionally, those polled acknowledged that their IT 
staffs do not possess the expertise necessary to keep pace 
with the confusing and increasing number of government 
regulations. Hence, the survey respondents indicated they 
are willing to outsource their technology implementations 
over the next six to 24 months to achieve greater 
economies of scale and leverage providers’ expertise. This is 
especially true for DR, security and data privacy functions. 

9

Currently, 37% of the IT 
decision makers surveyed 
employ colocation for DR. 
However, 33% of those that don’t 
plan to do so over the next two years.  
A similar trend can be seen in terms of 
cloud usage for DR.  While only 10% of the 
respondents said they currently outsource their 
DR to an IaaS model, 27% of those that don’t will move 
their DR to a third-party supplier in the next 24 months.
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Study Findings
IT Infrastructure Models

In-house (Production Environment)   
In-house (Development/Test Environment)  
In-house (DR)   
Colocated (DR)   
Colocated (Production Environment)   

Colocated (Development/Test Environment)  
IaaS (Production Environment)   
IaaS (Development/Test Environment)   
IaaS (DR)   
SaaS – Administrative & Corporate   
SaaS – Ancillary   

SaaS – Core Care Delivery   
SaaS – Revenue Cycle Management   
SaaS – Mobility   
No SaaS Services   24% 

18% 

18% 

20% 

23% 

32% 

37% 

55% 

74% 

82% 

30% 

10% 

15% 

19% 

24% 

4% 5% 

4% 

5% 7% 

8% 10% 

6% 9% 12% 

6% 15% 

8% 13% 

4% 8% 8% 

8% 3% 

7% 

19% 

12% 

6% 10% 9% 

16% 

19% 

6% 9% 10% 

4% 

16% 5% 

7% 11% 7% 

1% 

2% 

1% 

2% 

2% 

CURRENT MODEL FUTURE/PLANNED

6 mo 12 mo 24 mo

Base: n=149

Healthcare organizations traditionally took SaaS as their first 
step into a cloud computing environment. But the Peak 10 
National IT Trends in Healthcare Study showed that IaaS 
implementations are now on the upswing. The Peak 10 
study revealed that over the next two years, among those 
who currently do not outsource to an IaaS model, 25% plan 
to implement IaaS in production environments; 25% plan 
to deploy IaaS for test and development environments and 
27% plan to use IaaS for DR. Overall, the results indicate that 
future investment in on-site IT infrastructure is fairly equally 
balanced between plans to invest in colocation or the cloud. 

The actual numbers and percentages of healthcare 
organizations outsourcing IT infrastructure will likely 
increase even more  — especially to suppliers that can 
convincingly demonstrate their understanding of and ability 
to meet compliance, security and data privacy requirements. 

As more healthcare companies employ cloud technologies 
or expand their current usage of them, two major 
concerns for healthcare IT professionals will be shadow 
IT and cloud sprawl. Shadow IT refers to hardware or 
software within an organization that is not supported 
by its central IT department.  Cloud sprawl is the 
unplanned, uncontrolled proliferation of applications and 
services into the cloud. Both can introduce security and 
compliance risks, and complicate IT professionals’ jobs.  

Healthcare organizations must implement a clear 
and well-architected IT governance decision-making 
strategy and framework. This is necessary in order 
to minimize potential integration and interoperability 
issues that arise when organizations deploy 
disparate technologies, applications and policies. 

Technology Infrastructure Delivery Model

Q:  Please select which of the following describe(s) your CURRENT technology infrastructure delivery model.  Select all that apply.
Q:  Please select which of the following describe(s) your FUTURE/PLANNED technology infrastructure delivery model.
Q:  Does your organization currently subscribe to any of the following Software as a Service (SaaS) services?
Q:  You indicated that your organization currently does not subscribe to the following Software as a Service (SaaS) services.  Please select if you 
      plan to implement any of them in the FUTURE.  

Note: The percentages do not add up to 100% because respondents were allowed to select multiple responses.
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Study Findings
IT Infrastructure Models

Transitioning to the Cloud 
Healthcare organizations increasingly expect IT to support 
and drive industry advances. But the anecdotal end user 
responses to the Peak 10 study revealed that healthcare IT 
departments still suffer from a lack of vital resources.  

In the past, the complexities of decision-making processes 
within healthcare organizations have also proved to be 
significant barriers to IT outsourcing. As noted in the 
Executive Summary, most healthcare organizations have 
multi-layered governance and long-term strategic goals. 
The IT decision-making and purchasing cycles can be 
long and contentious if not aligned with those goals. In 
addition, multiple departments are often involved — 
many of which work in silos and have competing interests 
and priorities. Gaining consensus and approvals can 
be difficult and elusive. Communication, collaboration 
and cooperation among all the appropriate healthcare 
IT stakeholders, end users and their third-party 
managed services providers are therefore imperative 
in order to ensure successful IaaS deployments.

Regulatory issues also impede progress. While the 
U.S. government is helping to move healthcare 
organizations forward on the technology front with 
initiatives such as the Medicare and Medicaid EHR 
Incentive Programs, these same initiatives also bog down 
IT resources. Throughout the survey and interviews, 
respondents noted that standardizing on primary 
applications such as EHRs left little time for focusing 
on or even considering large data center migrations.  

Lack of resources is another common complaint. One 
IT director noted her organization “didn’t have enough 
boots on the ground.”  She said increasing and changing 
government regulations continually added to IT’s workloads, 
but additional resources were not forthcoming. 

Few of the respondents viewed outsourcing as a holistic IT 
infrastructure solution. Rather, they said it was generally 
connected to specific vendor application functionality and 
typically only for their tertiary systems such as those used 
for finance and human resources. 

Barriers to Cloud IaaS Adoption among Healthcare Organizations

Q: What are the top vendor attributes you consider when selecting or evaluating a cloud IaaS vendor? Drag & drop your top 5 attributes to the right 
and rank them with 1 being most important.

 

How do I keep up with regulation? I stay up at night. We never have enough staff.
                                                                                                     Director of IS and Technology at a Maryland Medical System Provider

SECURITY
& DATA
PRIVACY

IMPLEMENTATION
TIME & EFFORT

INTEGRATING
MULTIPLE 
VENDORS

CONNECTIVITY
SPEED

COSTS

AVAILABILITY
& SKILLSETS

OF INTERNAL
RESOURCES

END OF LIFE
CARE OF

DATA/EXIT
STRATEGY

DATA
STORAGE/ IMAGING

VOLUME

BYOD
RISKS

(58%)(77%)
MEETING

COMPLIANCE
STANDARDS

(54%)

LOSS OF 
CONTROL OF MY

DATA

(50%) (35%)

(32%) (21%)

(13%) (13%)

(32%)(11%)

Base: n=149

Order/size of each attribute indicates the rank of importance and the percentages indicate the percent of respondents who selected each attribute.
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Study Findings
IT Infrastructure Models

As the Peak 10 National IT Trends in Healthcare Study 
indicated, security remains a top priority and a crucial 
concern for healthcare organizations. Their fears are 
well founded. Continuing a three-year trend, breaches 
in the healthcare industry topped the ITRC 2014 Breach 
List with 42.5% of the breaches identified in 2014.5

In August 2014 alone, there were 11 reported data 
breaches ranging from stolen laptops to attacks by 
professional hackers abroad. As of September 2014, 
the ITRC reported that healthcare was again leading all 
industries in the number of breaches, accounting for 
42.7%. It’s not surprising that technology infrastructure and 
systems have traditionally been managed in-house behind 
strong firewalls due to concerns over security, as well as an 
inherent need to keep systems near to the organization.

Given the ongoing IT resource and budget constraints, 
many healthcare organizations are beginning to outsource 
and move their data and business-critical applications 
to third-party data center providers that are more 
capable and well equipped to safeguard corporate 
assets. Third-party providers offer a slew of managed 
services and provide the latest security technologies. 

In general, any healthcare organization considering 
third-party managed services providers should seek 
vendors that understand the requirements for meeting 
the security and privacy controls required by HIPAA/
HITECH and other laws and regulations. These providers 
should also have the latest tools, technologies and 
processes in place for secure data preservation, 
destruction, access and migration. References are 
also a good way of vetting a third-party provider.

Application support

Managed backups at regular intervals

Intrusion alerts

Security via managed firewalls

Device management

Managed services such as these alleviate the 
daily burden on healthcare IT professionals:
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Study Findings
IT Infrastructure Models

The Peak 10 National IT Trends in Healthcare Study 
indicates that higher costs, more complex EHR and EMR 
applications, the move to cloud environments and the 
rapid increase in government-mandated regulations 
will continue unabated for the foreseeable future.

External factors such as stiffer fines and penalties 
associated with regulatory compliance, along with 
the rising costs and risks associated with downtime 
and security issues, are also increasing. These factors 
make a compelling case for healthcare organizations 
to seek third-party expertise to maximize reliability, 
maintain data privacy and security and mitigate risk.

HIPAA Regulatory Compliance                    
and Penalties Get Stricter
A thorough knowledge of HIPAA/HITECH and other 
compliance measures is crucial. Under HIPAA, 
organizations classified as “covered entities” by the HHS— 
which includes health plans, healthcare clearinghouses 
and healthcare providers that conduct certain financial 
and administrative transactions electronically —must 
meet stringent guidelines for ensuring the integrity 
and security of electronic protected health information 
(ePHI). In-house IT staffs often lack the expertise to 
manage these guidelines, making it all the more desirable 
from a cost and resource perspective to outsource.

Under the HIPAA Omnibus Rule, CSPs and other external 
data services providers now share responsibility for 

meeting stringent HIPAA requirements as they relate 
to ePHI. The HHS government Web site, referred to in 
the healthcare industry as the “Wall of Shame,” as of 
December 2014 documented over 1,100 breaches that 
threatened patients’ privacy in the past five years. No 
healthcare organization — from the smallest physician’s 
office to the largest hospital — was immune. 

In January 2013, the HHS released its final HIPAA Omnibus 
Rule, which substantially increased the civil monetary 
penalties associated with a HIPAA privacy or security 
breach. A single instance of HIPAA non-compliance can 
cost the offending organization as much as $50,000 
in fines. Additionally, healthcare organizations could 
incur up to $1.5 million in a 12-month period for 
repeated violations.  The United States General Services 
Administration (GSA) likewise now provides stiff civil 
and criminal penalties for its employees, contractors 
and clients who violate the GSA Rules of Behavior in 
handling personally identifiable information (PII). 

Healthcare organizations that violate the HHS Office 
of Civil Rights (OCR) Confidentiality Provisions of the 
Patient Safety Act also face monetary penalties.  If OCR 
determines that a violation has occurred, it may impose 
a civil money penalty of up to $11,000 per violation.

To reiterate, the number of privacy complaints received by 
HHS has more than tripled from 3,742 in April 2003 (when 
HHS first started tracking it) to 12,915 as of the end of 2013.
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Study Findings
IT Infrastructure Models

Hourly Downtime Costs Soar
Besides the potential monetary, civil and criminal 
penalties, healthcare organizations that are non-
compliant also risk incalculable damage to their 
reputations and loss of customer and/or patient 
confidence, resulting in lost business and revenue.

There is never a good time for a security breach, network 
system or application failure. Average hourly downtime 
costs exceed $300,000 to over $5 million for 76% of 
organizations according to research firm ITIC’s earlier 
referenced survey data. If the system or network services 
are interrupted for any reason, business grinds to a 
halt, and productivity is impaired. The effect on patients, 
business partners, suppliers and customers swiftly 
follows. Unreliable systems undermine quality of service, 
potentially causing firms to be unable to meet Service Level 
Agreements (SLAs) and potentially violate government 
compliance regulations. This can lead to breach of contract; 
cause the healthcare organization to lose business, patients 
and customers; and put it at risk for expensive litigation.  

In general, healthcare organizations can learn from other 

industries, most notably financial services, about harnessing 
the cost and agility benefits of cloud without compromising 
data security and privacy. Organizations should seek out 
qualified CSPs that can validate that the cloud infrastructure 
meets the stringent security controls required for HIPAA/
HITECH, PCI DSS and other industry regulations. 

What Matters Most: It’s All About                
the Customer [Patient]
While the results of the Peak 10 study show hesitance 
towards outsourced models, this cannot be attributed to 
shrinking budgets. When asked about their expectations 
for their IT budgets over the next 24 months, the majority 
of respondents (82%) said they expected budgets to 
increase or stay the same over the next two years. 
The largest anticipated budget increases were noted 
among companies with the smallest IT budgets — 
under $9 million. Only 14% expected their IT budgets 
to decrease. The largest decreases were expected 
by companies with IT budgets over $50 million.
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Study Findings
IT Infrastructure Models

If healthcare organizations are not planning to 
invest heavily in cloud services or colocation, 
what will they be spending their budget dollars 
on?  Software implementation, virtualization and 
meeting regulatory requirements topped the list of 
key priorities for the Peak 10 survey respondents.   

The results are in line with budgetary priorities across 
other industries, as shown in TechTarget’s 2014 IT 
Priorities Survey. More than half (54%) of the North 
American respondents across multiple industries put 
server virtualization on their to-do lists for 2014.  The 
TechTarget report also noted that the biggest emphasis 

of 2014 budget increases would be on tangible 
goods, with 59% of IT professionals surveyed saying 
they were planning to purchase new software.6

For the IT professionals in the healthcare industry, 
however, regulatory requirements and government 
mandates are competing with and often overriding 
virtualization and software implementation projects.  
Respondents noted specifically that IDC-10 and the 
meaningful use requirement in the Medicare and Medicaid 
Electronic Health Care Record (EHR) Incentive Program 
were driving funding and taxing internal resources. 

15% 

25% 

10% 

14% 

45% 

34% 

27% 

31% 

40% 

38% 

58% 

51% 

3% 

5% 

4% 

Pharma &  
Biotech 

Insurance 

Hospitals &  
Providers 

Total 

Decrease Stay the same Increase Don't know 

24% 

21% 

6% 

9% 

14% 

32% 

26% 

37% 

28% 

31% 

35% 

53% 

54% 

59% 

51% 

9% 

3% 

4% 

4% 

$5B+ 

$1B- 
$4.9B 

$250M-
$999M 

<$250M 

Total 

Decrease Stay the same Increase Don't know 

n=149

Q: In the next two years do you expect your budget to...

IT Budget Expectations

By Industry By Annual Revenue
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Study Findings
IT Infrastructure Models

Much of the transformation 

taking place in the healthcare 

industry centers on improving 

the customer (patient) 

experience. Virtualization and 

software implementation can 

play key roles on this front from 

a technology perspective.

Legislation/Regulations

Software Implementation

Virtualization

Patient Info Storage and Access

Business Continuity

IT Governance

Big Data

Portals/Managing User Identities and Access
Integrating Systems and Solutions

Medical Records Management Data Center Consolidation

Fraud ProtectionCloud Computing

Administrative 
Systems

Telemedicine

BYOD Strategy

Social Media

Online/e-Commerce
Capabilities

Video, VoIP, 
Comms, Collab

Security

Revenue CycleManagement

Incident Response

Top IT Priorities

Q. What are the top IT priorities that you will be focusing on  in the next 12 to 18 months? 
     Please select up to 10  priorities. 

Note: Larger font indicates a higher priority for healthcare organizations

There is a trend across almost all industries, healthcare included, in which customers of all types expect fast access, ease of 
use and personalized attention. Patients are no longer just patients. They are consumers, and they expect increasingly better 
services and more for their money. 

They want all their health-related information at their fingertips as would be provided by a patient portal.  They want their 
physicians to be able to approve prescription refills whenever they are needed, a function made possible with ePrescribing.  
They want to schedule physician appointments online 24/7. Providers that fail to deliver these kinds of services will lose 
patients to competitors who have figured out the importance of being customer-centric.

Enhancing the patient experience also involves increasing efficiencies on the physician and administrative sides as well.  For 
example, cloud-based solutions for storing medical imaging allow physicians to share images with other healthcare facilities, 
reducing the need for repeat imaging procedures and eliminating time-consuming hassles for patients.  
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Study Findings
IT Infrastructure Models

Cloud technology 

will alter our 

operating and 

infrastructure model.  

We are also at the same 

time moving to consumer-

centric eBusiness (i.e. self-service, 

consumer direct sales, ePricing, and 

more granular underwriting).  All this 

will shape the application direction.
Content and Imaging Management Director at a National Health Insurance Provider

Interactive tools in hospitals can improve how patients and visitors navigate through a hospital, helping to reduce stress 
for both. Entertainment choices in waiting areas, exam rooms and treatment rooms can help reduce anxiety. Barcode 
scanners and real-time location service technology can improve patient flow and reduce wait times. Communication devices 
and electronic patient feedback systems can alert staff in real time to service recovery opportunities. Interactive education 
provides patients with important information regarding their care and makes wait times seem shorter. “Smart” rooms allow 
patients to customize their environment, instilling more self control at a time when their conditions may make them feel 
particularly vulnerable.

When asked specifically which technology solutions or changes they believed would have the greatest impact on patient or 
customer experience in the next two to five years, respondents in the Peak 10 study cited mobility, EHRs and patient portals 
— all trends that are powered by software implementation and virtualization.

The results were similar to those in Information Week’s 2014 Healthcare IT Priorities Survey, which found government 
mandates and programs to be top of mind among the 322 IT pros surveyed. In addition, 30% of the respondents in that 
survey said their organizations had no plans to use cloud computing while 17% said security concerns were keeping them 
from participating in a health information exchange (HIE).7
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IT Infrastructure Models

18

From researching medications to quickly 
accessing important patient data, physicians 
and other caregivers are discovering 
more ways to use mobility to improve 
care delivery. Mobility is quickly becoming 
an essential vehicle to help healthcare 
institutions better meet changing patient 
expectations, deal with staff and resource 
shortages, and respond to government 
requirements and incentives. Clinical mobility 
spending in the U.S. is expected to increase 
with growth accelerated by the adoption 
of EHR systems, electronic prescribing, 
computerized physician order entry and 
health information exchanges (HIE).16

Patient Portal
17%

Regulation
13%

Mobility
22%

Cloud
9%

BYOD
6%

Virtualization
4%

Colaboration
1%

Analytics
5%

Telemedicine
3%

EHR
21%

n=149

Revolutionizing the Patient Experience
Technology’s Impact on the Patient Experience

Trend #1: Mobility

Among the top findings:

Approximately three million patients will 
be monitored via mobile networks by 20168 

70% of physicians use smart phones to 
research medications at least once a week12

81% of healthcare providers store 
personal health data on mobile devices13

93% of physicians believe that mobile health 
applications can improve patients’ health and outcomes14

89% of physicians would recommend a mobile 
application to a patient in the future15

70% of hospitals cited thin or zero clients 
as their preferred endpoint9

66% of physicians use iPads or other tablets 
for medical purposes10

More than four in five physicians use 
smart phones daily, more than half of doctors use 
tablets	daily	and	two	in	five	nurse	practitioners	
and physician assistants do the same11  
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IT Infrastructure Models

Evidence of the benefits of EHR adoption and other 
components of HIE is mounting. A study published by 
the U.S. Department of Health & Human Service Office 
of the National Coordinator for Health Information 
Technology (ONC) found that in 2013,  78% of office-based 
physicians had adopted some type of EHR system and 
48% had an EHR system with advanced functionalities. 
These are double the 2009 adoption rates.17

Researchers at the Center for IT Leadership (2010) 
studied the U.S. Department of Veterans Affairs, 
an early adopter of HIE, and estimated that the 
savings associated with preventing adverse drug 
effects and events alone totaled $4.64 billion.18

There are more direct financial incentives driving EHR 
adoption as well. The Health Information Technology for 

Economic and Clinical Health (HITECH) Act, a component 
of the American Recovery and Reinvestment Act of 2009, 
was the U.S.’s first significant commitment of Federal 
resources to support the widespread adoption of EHRs. 
As of August 2012, 54% of the Medicare- and Medicaid-
eligible professionals had registered for the Medicare and 
Medicaid EHR Incentive Programs, which authorize the 
Centers for Medicare & Medicaid Services (CMS) to provide 
incentive payments to eligible professionals and hospitals 
that adopt, implement, upgrade or demonstrate meaningful 
use of certified EHR technology.  Up to $27 billion in EHR 
incentive payments is available from CMS, or as much as 
$44,000 (through Medicare) or $63,750 (through Medicaid) 
per eligible health care professional. Eligible hospitals, 
including critical access hospitals (CAHs), can qualify for 
incentive payments totaling some $2 million or more.

Trend #2: EHRs

◊	 Improved quality and convenience of patient care

◊	 Increased patient participation in his/her care

◊	 Greater practice efficiencies and cost savings

◊	 Improved accuracy of diagnoses and health outcomes

◊	 Enhanced care coordination

The demand/expectation 

by patients is that they can 

receive the care they want 

when they want it, where they 

want it and in the manner 

they wish to receive it.
     

Network Managed Services Manager at a 
National Health Insurance Provider

EHRs can play a key role in increasing operational 
efficiencies and enhanced patient care. Among the 
key features of an EHR is that it can be created, 
managed and used by authorized providers and 
staff across more than one health care organization. 
A single EHR can bring together information from 
current and past doctors, emergency facilities, school 
and workplace clinics, pharmacies, laboratories, 
and medical imaging facilities. When fully functional 
and exchangeable, the benefits of EHRs include:
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Owned and operated by healthcare organizations, electronic patient portals 
comprise provider-tethered applications that allow patients to electronically 
access health information that is documented and managed by a healthcare 
institution. Using a portal, typically web-based, institutions can offer a patient 
access to selected clinical data that is governed by the respective institutions as 
part of the patient’s EHR. The patient can access clinical data, read and print it, or 
integrate it into any electronic or paper-based type of patient-owned record. 

Patient portals can also provide additional services and functions to the 
patients, ranging from medication refills and appointment scheduling to secure 
messaging between a patient and an institution — all with the potential to 
enhance patient satisfaction and the patient experience.

Trend #3: Electronic Patient Portals

Patient portals 

will allow patients 

more access to 

their information than 

they have ever had before.  

[Patients] can become active 

participants in their care.  They 

will begin to hold physicians and 

organizations more accountable.

IS Project Manager at a Kentucky Regional Medical Center
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Study Findings
Vendor Usage

Expertise Wanted
With the increasing complexity of government mandates 
and ever-changing technologies, IT professionals in the 
healthcare industry are not making many moves alone.  
Among respondents who currently outsource or plan to 
outsource some or their entire IT infrastructure, more 
than half (54%) said they use a third-party integrator or 
consultant to assist them with their IT strategy. Among 
companies with revenues under $1 billion, more than 
60% of them were more likely to use a third party.

The majority of those opting to use a third-party resource 
(70%) did so in order to leverage these companies’ technical 

knowledge, with organizations with smaller IT budgets (under 
$49 million) making up the highest percentage (81%).  

Companies with budgets between $10 million and $250 
million were more likely to consult with integrators 
because of internal time and resource constraints. The 
most frequently mentioned integrators were Deloitte, IBM 
and Presidio, all three of which boast strong healthcare 
consulting services and/or solutions. However, healthcare 
organizations may be more willing to work directly with 
data center operators and CSPs that can demonstrate both 
technical and healthcare industry expertise, particularly 
in regards to compliance, security and data privacy.  

21

Use of 3rd Party Integrators

54% 60% 67% 
49% 41% 

42% 37% 31% 

46% 54% 

4% 3% 3% 5% 5% 

Total <$250M $250M- 
$999M 

$1B- 
$4.9B 

$5B+ 

Not Sure 

Do Not 
Use 

Use 

Annual Revenue 

Base: n=149

Reason for Using 3rd Party Integrators

 

 

Q: Do you use 3rd party technical systems integrators, consultants or 
other business partners to define and implement your IT strategy?”

Q: Why did your organization choose to work with 3rd party technical 
systems integrators, consultants or other business partners as 
opposed to purchasing from service providers directly?

Depth of 
Technical Knowledge

Time & Resource
Constraints

Ease of 
Implementation/Integration

Assistance in
Strategy Direction

70%

60%

46%

44%
Base: n=80
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Selection Criteria 

During the interview phase of the study, participants said their choice of vendors 
was largely driven by peer recommendation and brand trust. When asked 
about their compliance expectations for potential IT infrastructure providers, 
the overwhelming majority (95%) stated HIPAA/HITECH. Not surprising, 
security and privacy, reliability, uptime and healthcare industry expertise were 
ranked as the most important vendor attributes for survey participants. 

Platform selection, driven by applications, also appears to be tied into vendor 
choice for many of the respondents. During the interview phase, IT directors noted 
that few of their organizations write custom applications. Instead, their platform 
decisions are made based on pre-built needs. Organizations of all sizes are 
standardizing disparate services such as radiology, lab systems and patient records 
under “all-in-one” EHR vendors and replacing tertiary systems with “modules”.  
EHR vendors like Epic, AllScripts and eClinical Works dominate the market. 

If a vendor is not a known 

quantity, the vendor 

cannot be risked… If you 

don’t have a track record, I 

don’t have time.     

Director of IT at a New York 
State-based Medical Center

22
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IT Decision Making

Study Findings

Who makes the calls?

While organizations differ in terms of governance, most tend to share common drivers, including user needs (physician 
and patient), regulations, organizational strategies, vendor upgrades and asset end of life.  Most also shared similar 
purchasing models, which start with the initial IT request and departmental approval, followed by evaluation for a cross-
departmental board and then final sign off by the CIO. 

While an average of only 17% of companies across all revenue levels had a centralized function for providing pre-selected 
vendors, those companies with revenues above $1 billion were more likely to have that function in place.

IT 
Drivers 

User Need 
(Dr., patient) 

Regulation 
Needs 

Organizational 
Strategy 

Vendor 
Upgrades 

Asset 
End-Of-Life

• Staff identify drivers 
• Director/leadership gives approval 

• Evaluate for strategy compliance 
• Evaluate for budget priority (CFO) 

• Makes final decisions 
• Assigns final priorities 

IT Request 

Cross-
Departmental 

Board 

CIO 
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Study Findings

71% 

51% 

63% 

68% 

63% 

24% 

29% 

26% 

11% 

23% 

6% 

20% 

11% 

21% 

14% 

$5B+ 

<$250M 

TOTAL 

$250M-$999M

$1B-$4.9B

<25% of IT decisions 
made solely by IT

50% of IT decisions 
made solely by IT

<25%-50% of IT decisions 
made solely by IT

Influence of Government Mandates

In recent years, the Affordable Care Act (ACA) has monopolized the news when it comes to healthcare.  However, 40% of 
the survey respondents stated it was too early to tell if the ACA would impact their IT departments while 24% offered no 
opinion.  Only 22% stated that they had experienced any negative affect due to the ACA.

Hospitals and insurance providers were more likely to report negative impacts from the ACA (23% and 25% respectively) 
than pharmaceutical and biotechnology companies. Also, healthcare organizations with less than $250 million in revenues 
were more likely to say the ACA had a negative impact on them than those with larger revenues. Respondents cited cost 
increases and the additional burden put on IT staffs as the drivers behind these effects.  

However, the ACA does include many initiatives that will help IT professionals in terms of implementing health information 
technology. More than $18 million in grants funded by the ACA will support the adoption and meaningful use of certified 
EHR technology and technology-enabled quality-improvement strategies in health centers. 

% of IT Decisions Made Solely by IT

Base: n=149

Q: Over the past year, what percent of IT purchase decisions were solely made by the IT department? (as opposed to someone outside of IT)
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Study Findings

Biggest Affordable Care Act Impacts on Healthcare Organizations

Q: What are the biggest impacts on your organization’s IT from the Affordable Care Act?

The ACA notwithstanding, government mandates in general 
have a significant impact on IT, according to 60% of the 
respondents in the Peak 10 study; only 2% claimed they have 
no influence. The requirements of HIPAA/HITECH are seen 
as impacting IT operations the most, with ICD-10 and the 
meaningful use requirements of the Medicare and Medicaid 
EHR Incentive Programs driving high workloads. 

The ICD-10 initiative dates back to January 16, 2009 when the 
HHS published the final regulation (45 CFR 162.1002) that 
adopted the ICD-10-CM and ICD-10 PCS code sets as HIPAA 
standards.  IT professionals have received a slight break in 
terms of ICD-10 implementation with CMS pushing back the 
compliance date to October 1, 2015.

ICD-10 is the latest revision to the International Statistical 
Classification of Diseases and Related Health Problems 
(ICD), a medical classification list of codes for diseases, 
signs and symptoms, abnormal findings, complaints, social 

circumstances and external causes of injury or diseases. The 
update includes significant changes including expanding 
codes from five positions to seven and using alphanumeric 
characters in all positions rather than just the first position 
as in ICD-9. As of the latest version, the number of codes has 
also been increased from 13,000 in ICD-9 to 68,000 in ICD-10.

The HITECH Act outlined the intended plans for the adoption 
of EHR through meaningful use, led by CMS and the ONC. 
The requirements for the program encourage providers to 
use their electronic systems fully (for example, as more than 
simply an electronic medical chart), opening the potential 
for greater efficiency, improved quality and more effectively 
coordinated care. Meaningful users have the potential to 
earn as much as $44,000 over five years in the Medicare 
program, or $63,750 over six years in the Medicaid program. 
Starting in 2015, Medicare will implement payment reductions 
for eligible providers who are not meaningful EHR users. 

54%

37%

Revenue Decreases

Cost Increase

Resource Constraints

Data Integration
Complexity

Implementing
New Technology

Regulation Compliance

Confusion

Loss of Flexibility

Meaning Use

Other

35%

19%

13%

10%

8%

8%

6%

31% Base: n=149
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Conclusions

The accelerating rate of EHR and EMR adoption, coupled 
with ever-increasing government regulatory compliance 
mandates, will place greater burdens on already stressed 
IT budget and staff resources. Government mandates, like 
HIPAA and HITECH, are propelling healthcare organizations 
to embrace technological changes and, in some cases, 
providing financial incentives — or penalties — to do so. 

The Internet, social media, mobility and a vast array 
of innovations are transforming everything from 
care delivery to patient expectations for faster and 
improved services.  IT, once viewed merely as a support 
function within these organizations, is now positioned 
as an enabler of healthcare transformation. 

However, in order to successfully drive change, IT 
professionals must be freed from onerous, ongoing 
daily infrastructure maintenance tasks. The complexity 
and red tape associated with compliance requirements 
and issues like routine application support put undue 
stress on IT and drain already overtaxed resources. 
Healthcare IT staff are not and should not be expected 
to be experts on government compliance regulations. 

Outsourcing to an experienced and qualified third-party 
vendor can mitigate risk and reduce downtime, thereby 
lowering costs. In addition to freeing overburdened IT 
staff to focus on strategic initiatives, IT outsourcing — 
whether to data centers, the cloud or a combination of 
both — offers cost savings and a host of other benefits.  
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Appendix 1  
Methodology

Between March and December 2014, Peak 10 conducted 
a two-phase research project to assess decision-
making for IT infrastructure purchases in the healthcare 
sector.  The first phase consisted of an online survey of 
149 IT decision makers (ITDMs).  The survey included 
25 multiple choice and/or open end questions. 

Although all survey participants were identified as 
having a role in IT decision making, their titles ranged 
widely and included chief information officers, IT 
directors, chief medical information officers, technical 
architects, systems administrators, web development 
managers, among others. Complete demographic 
information is provided in Appendix 2a and 2b.

The participants represented a geographically diverse mix 
of hospitals, health systems, pharmaceutical companies, 
biotech companies, insurance providers and other health  
organizations throughout the United States, many of which 
met the definition of a “covered entity” under HIPAA. 

For the second phase of the project, Peak 10 contracted 
with Paradoxes, a third-party research firm, to conduct 
one-on-one phone interviews with 12 IT decision 
makers that participated in the initial survey.  

The results of both phases were then tabulated and 
analyzed, with further assessment provided by Peak 10’s in-
house research and healthcare industry experts. It should 
be noted that in the analyses where percentages are cited, 
not all may add up to 100% as many of the questions in 
both studies involved multiple choice questions. In addition, 
because of the relatively small sample size of survey 
respondents and the number of first person interviews, 
the findings should be considered as non-scientific and 
anecdotal data. Nonetheless, the report provides an 
insightful look at some of the issues and challenges that are 
top-of-mind for IT professionals in healthcare organizations.  

Christina Kyriazi is the principal author of this report.

Allen Skipper
Chief Commercial Officer

David Kidd
Vice President of Governance, 

Risk and Compliance

Christina Kyriazi
Manager of Insights and Analytics

For inquiries or more information about this research, please contact Christina Kyriazi at christina.kyriazi@peak10.com

mailto:christina.kyriazi%40peak10.com?subject=
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Appendix 2a  
Survey Demographics

The following provides an overview of the demographic breakdown of survey participants.

For the quantitative phase, hospitals and providers represented 65% of the sample (out of a total of 149 respondents), 
followed by insurance providers (21%) and pharmaceutical/biotechnology companies (13%).

Insurance providers had the largest IT staff, with an average of 867 employees. Just over a quarter (26%) of the companies 
represented had revenues above $5 billion and while 24% were below $240 million.  IT budgets of over $10 million were 
reported by 69% of the respondents. 

Hospitals 
& 

Providers 
65% 

Insurance 
21% 

Pharma & 
Biotech 

13% 

 566  

 867  

 633  

 453  

Total 

Insurance 

Pharma & Biotech 

Hospitals & Providers 

23% 24% 
26% 26% 

<$240 $250M- 
$999M 

$1B- 
$4.9B 

$5B+ 

31% 

23% 23% 23% 

<$10M $10M-$49M $50M-$249M $250M+ 

Industry

Revenue

Annual Revenue Annual IT Budget

Average Number of IT Employees

IT Budget

Base: n=149
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Appendix 2b 
Survey Demographics
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